
Implementing the NIST Framework: 
A Hands-On Approach

Is your organization like many others—not taking full 
advantage of all the guidance the NIST Cybersecurity 
Framework for Improving Critical Infrastructure has to offer 
because it seems too onerous, confusing, or complicated?

This practical two-day course is designed to help you 
cut through the apparent complexity. Guided by our 
expert facilitator, you will determine specifically how your 
organization can best utilize the Framework to assess your 
organization’s current cybersecurity vulnerabilities and 
capabilities, set target goals for improvement, and measure 
progress. (And then get started right away!)

While the Framework is a voluntary guide-
line, it has been shaped by considerable 
research and information sharing. Drawing 
on standards and rubrics established by 
many different entities, it offers proven 
best practices for five functions—Identify, 
Protect, Detect, Respond, and Recover—
spanning the complete lifecycle of manag-
ing organizational cybersecurity risk.

Designed by a cybersecurity expert who helped shape 
the Framework and who regularly consults on its 
application, this course will help you get a perspective 
on the Framework’s strengths and limitations—and use 
the Framework as a roadmap to cybersecurity success 
for your organization.

You will emerge from the course prepared to:
n  Assess your organization’s cybersecurity state 
n  Articulate the importance of cybersecurity, and the  
business impact and benefit of specific cybersecurity  
measures
n  Create a plan to improve your organization’s cybersecurity 
posture; then implement it and assess progress
n  Help your organization prioritize and validate  
cybersecurity investments 

How you will learn—and apply what you learn  
immediately 
This highly interactive course is scenario-based. You will 
learn by doing, through a multi-part “tabletop” simulation.

Then, as you process each stage of the experience, you’ll be 
guided in creating a SmartCyber Playbook: a unique online 
template you’ll use to record “lessons learned,” prioritize 
individual and organizational action items, and begin your 
implementation planning.

Who will benefit
n  All individuals charged with formulating or supporting a 
cybersecurity implementation effort
n  All individuals who receive credit for cybersecurity  
success or blame for cybersecurity failure
n  Technical and nontechnical executives and business  
leaders, including C-level executives, VPs, and directors 
 
Open-enrollment courses coming soon to:
n   Atlanta  
n   Auburn  
n   Birmingham   
n   Washington, DC
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 To learn more, go to: 
auburn.edu/outreach/opce/smartcyber
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Cybersecurity through learning. 

Or bring the course on-site, customized to the specific  
concerns of your organization and industry. 

To learn more, please contact Alan Spencer:  
Office of Professional and Continuing Education, 
alan.spencer@auburn.edu; 334.844.5193 
auburn.edu/outreach/opce/smartcyber


